An incident responder is a cyber firefighter, rapidly addressing security threats and incidents within an organization. Incident responders are required to use a host of forensic tools to find the root cause of a problem, limit the extent of damage, and work towards the prevention of such an incident. Their tasks cover protection and defense of systems through; Cyber Defense Infrastructure Support, Cyber Defense Analysis, Vulnerability Assessment and Management, and Incident Response.
	There is no specialized degree for Incident responders, but a Bachelor’s degree in Computer Science or equivalent is a requirement. A candidate with a Sub-BA with more than three years’ experience would be favorable. A candidate is required to have one or a combination of the following certifications; Certified Computer Examiner (CCE), Certified Ethical Hacker (CEH), GIAC Certified Forensic Examiner (GCFE), GIAC Certified Forensic Analyst (GCFA), GIAC Certified Incident Handler (GCIH), GIAC Certified Intrusion Analyst (GCIA), Certified Computer Forensic Examiner (CCFE), Certified Penetration Tester (CPT), or Certified Reverse Engineering Analyst (CREA) (Luttgens, Pepe, & Mandia, 2014). Incident responders 
The required amount of experience is 2-3 years of experience in a similar role. The candidate should be skilled in computer hardware and software systems, backup and archiving technologies, enterprise system monitoring tools and SIEMS, Information Security, Project Management, Information Systems, Linux and Windows operation systems, Network Security, Intrusion Detection, UNIX, Security operations, Vulnerability Assessment, and forensic software applications (Ruefle, et al., 2014). Hiring agencies also look for flexible, adaptable and down-to-earth candidates with excellent oral communication skills with the ability to address technical issues to non-technical executives.
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